WH®OPMALIMOHHASA NMAMATKA

Ansd ObBYYAKOLWNXCA ANnA PASMELLEHUA

HA O®PULIMATNBbHbLIX MHTEPHET-PECYPCAX
C KkaxgbIM roAoM MOJSOAEXN B MHTEPHETE CTaHOBUTLCS Gofblue, a LKOMbHUKN O4HM U3 CaMblX aKTUBHbIX Mofib3oBaTenewn
PyHeTa. Mexay Tem, NOMUMO OrpOMHOro KONMYeCcTBa BO3MOXHOCTEN, MHTEPHET HeceT M NpobnemMbl. ATa namsTka AoSKHa
nomoyb Tebe 6e3onacHo HaxoAMTLCH B CETU.
KomnbloTepHble BUPYChI
KomnbloTepHbI BUPYC - 9TO pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamm, OTAMYUTENBHON 0COBEHHOCTBIO KOTOPOW SABMSIETCH
CMOCOBHOCTL K pa3MHOXeHWI0. B JononHeHne K 3ToMy, BUPYCbl MOTYT NOBPEAUTL UKW MOSTHOCTBIO YHUUYTOXUTL BCe dansbl
W JaHHble, MOOKOHTPOSbHbIE MOMb30BaTENO, OT MMEHUM KOoToporo Obina 3anylieHa 3apaxeHHas nporpaMma, a Takke
noBpeauTb UNW [axe YHWYTOXWTb OMepauuoHHYH cucTemy co Bcemu chavinamm B uenom. B GonblumHCTBE cryvaeB
pacnpoCTPaHsoTCA BUPYCbl Yepe3 UHTEPHET.
MeToabl 3aWwmThl OT BPEAOHOCHBLIX NPOrpamMm:
1. Micnonb3yin coBpeMeHHble onepaLoHHble CUCTEMbI, UMEIOLLME CePbe3HbIN YPOBEHb 3aLLMTbl OT BPEAOHOCHbLIX MPOrpamMmm;
2. MNocTosiHHO ycTaHaBnuBaw nayTh (LMdpPoBbIe 3annaTku, KOTOpble aBTOMaTUYECKN YCTaHaBNMBAKTCS C Lienbio 4opaboTku
nporpaMmmbl) M Apyrne OOHOBMEHUS CBOEW OnepaumoHHOM cucTeMbl. CkauvmBal KX TONMbKO C oduumanbHOro canta
paspaboTtunka OC. Ecniu cyLlecTByeT pexum aBTomaTn4eckoro o6HOBNEHUS, BKIOYX €ro;
3. Pabotai Ha cBoeM KoMMNblOTEPE NOA MpaBaMu MNonb3oBaTens, a He agMUHMUCTpaTopa. OTO He MO3BONUT BOMbLUMHCTBY
BPEAOHOCHbIX NPOrpamMm MHCTannNMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;
4. Vicnonb3yn aHTUBMPYCHbIE NPOrpaMMHbIE MPOAYKTbI U3BECTHBLIX NPOU3BOAMTENEN, C aBTOMaTUYeckum obHoBneHnem 6as;
5. OrpaHuyb n3nYecknn JOCTYN K KOMMbIOTEPY A8 MOCTOPOHHUX MWL,
6. Wcnonb3yin BHelHWE HocUTeNW WHpOpMauMu, Takve Kak drelwka, AUCK unu ann u3 UHTEpHeTa, TONbKO Wu3
NPOBEPEHHbIX NCTOYHUKOB;
7. He oTkpbiBalii KOMMNbIOTEPHbIE (aiinbl, NOSyYEeHHble M3 HEHAOEXHbIX MCTOYHMKOB. [axe Te channbl, kOTOpble Mpucnan
TBOW 3HaKOMbIN. Jlyylle YTOYHM Y Hero, oTnpasnsan fm oH Tebe ux.
Cetn WI-FI
Wi-Fi - aT0 He BuA nepedayn LaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy HuaepnaHackas
KoMmnaHusa 3apernctpupoana 6peng "WECA", yto o6o3Havano cnosocoyetanune "Wireless Fidelity", koTopbii nepeBoantcs
kak "6ecnpoBoaHasi TOYHOCTL".
[o Hawero BpemMeHu goluna apyras abbpesnaTypa, KoTopasi ABnseTCs Takow xe TexHonornen. 31o abbpesunartypa "Wi-Fi".
Takoe Ha3BaHue 6bINo JaHO C HAMEKOM Ha CTaHAapT BbICLLEN 3BYKOBOW TexHUkM Hi-Fi, 4To B nepeBoge o3HavaeT "Bbicokasi
TOYHOCTBL".
[a, 6ecnnaTtHbI MHTEPHET-AOCTYN B Kade, OTENsAX 1 asponopTax ABMASETCA OTNIUYHON BO3MOXHOCTBIO BbIXOA4A B MHTEPHET.
Ho MHorue akcnepTbl cuntatoT, 4To obwenoctynHble Wi-Fi ceTu He saiBnsitoTca 6e3onacHbIMU.
CogeTbl No 6e3onacHocTy paboTbl B 00wenocTynHbix cetax Wi-fi:
1. He nepepaBaii cBot nuyHyo nHdopmauuio Yyepes obwenoctynHele Wi-Fi cetn. PaboTas B HUX, KenaTenbHO He BBOANUTb
naponu AocTyna, NOrvHbl U Kakne-To HoMepa;
2. Vicnonb3y 1 OOGHOBNSAM aHTMBUPYCHble Mporpammbl U GpaHamayep. Tem cambiM Tbl obe3onaculib cebsi OT 3akadku
BMpYyCa Ha TBOE YCTPONCTBO;
3. Mpu ncnonbsoBaHun Wi-Fi oTknoum dyHkumio "O6wmin goctyn k cdhainam u npuHtepam”. [aHHasa dyHKUMSA 3akpbiTa no
YMOI4YaH1I0, OOHaKO HEKOTOpPbIE MONb30BaTENV akTUBUPYIOT ee AnsA yaobcTBa ucnonb3oBaHusi B pabote nnm yvebe;
4. He ncnonbayn nybnuuxbii WI-FI ansa nepegauv nuuHbIX OaHHbIX, HAanpumep Ans BbIXOA4a B CouManbHble CEeTU Unu B
ANEKTPOHHYIO MOYTY;
5. Ncnonb3yn Tonbko 3alumiieHHoe coeanHeHne vyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAW UMEHHO
"https://";
6. B mobunbHOM TenedoHe oTkmoum yHkumio "MoaknoveHne k Wi-Fi aBTomatuyeckun”. He gonyckan aBToMaTuyeckoro
nopgkntoYveHus yctponctaa k cetam Wi-Fi 6e3 TBoero cornacus.
CoumanbHble cetu
CoumanbHble ceTn akTUBHO BXOASAT B Hally XM3Hb, MHOTME MNoAM paboTaloT v XUBYT TaM NOCTOsiHHO, a B Facebook yxe
3aperncTpmMpoBaH MUNAMapa YenoBek, YTO SBMSEeTCS OAHOM cedbMOW BCEX XuTenemn nnaHeTbl. MHorne nonb3osatenu He
NMOHMMAIOT, YTO MHAOPMALIMS, Pa3MELLEHHAsA MU B COLMarbHbIX CETSIX, MOXET ObITb HaeHa 1 UCMoNb3oBaHa KeM YrofHo,
B TOM Yucre He 0653aTenbHO ¢ 6narmmy HaMepeHnaIMu.
OcHoBHble coBeTbl M0 6e30NacHOCTN B coLmarnbHbIX CeTSX:
1. OrpaHuyb cnucok apy3en. Y 1e6s B Apy3bsX HE OOIMKHO ObITb CryYalHbIX U HE3HAKOMbIX N0AEN;
2. 3awyuian cBoK YacTHyH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUS U OPYryH0 JINYHYHO
NHOopMaLnio. 3M0yMbILLIEHHUKN MOTYT MCMOMb30BaTh Aaxe MHAOPMaLmo O TOM, Kak Tbl U TBOW POAUTENW MnaHupyete
NPOBECTU KaHWKYIbI;
3. Bawumiai cBok penyTauumio - JEPXN ee B YMCTOTe U 3afaBai cebe Bonpoc: xoTen 6bl Thbl, YUTOObLI Apyr1ne nonb3oBaTenu
BUAENM, YTO Thbl 3arpyxaeLlb? [Nogyman, npexae Yem YTo-To onybrnmkoBaTh, HanMcaTb U 3arpy3uThb;
4. Ecnu Tbl roBOpYLLb C MIOAbMW, KOTOPbIX HE 3Haellb, He MCNOMb3y CBOe peanbHOe UMS U APYTYIO fIMYHYI0 MHopMaLnK:
UMS, MECTO XUTeNbCTBa, MECTO y4ebbl 1 npoyee;
5. U3berain pasmeleHus coTtorpacduii B MIHTepHeTe, rae Tbl n306pakeH Ha MECTHOCTM, MO KOTOPOW MOXHO Onpeaenutb
TBOE MECTOMONOXEHUE;
6. MNpwn pernctpaumm B coumanbHOM CeTh HeoBXOAMMO MCNOMb30BaTb CIOXHbIE Maponu, coctosLme u3 Oyks 1 Uudp 1 ¢
KONMYeCTBOM 3HaKOB He MeHee 8;
7. Ons coumarnbHOW CeTW, MOoYTbl U APYruxX CalToB HEeoOXOoAMMO WCMOoNb3oBaTb pasHble naponu. Torga ecnn Tebs
B3/IOMatoT, TO 310YMbILUSIEHHWKM NONyYaT AOCTYN TONbKO K OQHOMY MECTY, a He BO BCe Cpa3y.
OneKTPOHHblE AeHbMN
OnEeKTPOHHbIE AEHbMM - 3TO OYeHb YAOOHbIA CNOCO6 NnaTexein, OAHaKO CYLLECTBYIOT MOLUEHHMKN, KOTOPbIE XOTSIT NONYy4nTb
9TV OEHbIN.
OneKTPOHHblE AeHbrM MOSBUMCL COBCEM HEAAaBHO M MMEHHO K3-3a 3TOro BO MHOMMX rocygapctBax A0 CUMX MNOp He
NPOMMCaHO MPO HMX B 3aKOHaX.



B Poccun xe oHM (hyHKLMOHMPYIOT U O HUX YXKe NPOMNMCaHO B 3aKOHE, rae UX pasfensioT Ha HECKOMbKO BUAOB - aHOHUMHbIE
W He aHOHWMHble. PasHuua B TOM, YTO @HOHVMMHbIE - 3TO Te, B KOTOPbIX pa3peluaeTcs NpoBoAMTb onepauun 6e3
naeHTMdmMKaLum nonb3oBartens, a B HeaHOHUMHbIX MAEHTUKKaLMS Nonb3oBaTens aBnseTca 06s3aTenbHON.

Takke crnegyeT pasnuyaTb 9MEKTPOHHble uaTHble AeHbr (paBHbl TOCYAAPCTBEHHLIM BanTaM) W 3NEKTPOHHbIE
HedmaTHble AeHbrv (He paBHbl FOCYAapCTBEHHBLIM BantoTam).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C ANEKTPOHHLIMU AeHbramu:

1. MpuBsKM K c4eTy MOBUNbHBLIN TenedoH. OTO caMbll YAOOHbIV M ObICTPLIN CNOCOG BOCCTaHOBUTL AOCTYN K CYETY.
MpuBsAsaHHbIN TenedoH MOMOXeT, ecnu 3abydellb CBOW NNATEXHbI Maponb unu 3aifellb Ha CalT C HEe3HaKoOMOro
YCTPOWCTBA;

2. Vcnonb3yn opgHopasosble naponu. llocne nepexoda Ha yCuneHHyl asTopu3aumio Tebe yxe He OymeT yrpoxaTb
OMacHOCTb Kpaxkv Unu nepexeara nnaTexHoro napons;

3. Boibepu cnoxHblvi naponb. [NpectynHukam 6yaet He NpocTo yrajaTb CNOXHbBIN Naponb. HagexHble naponu - 3To naponu,
KOTOpble cofepxaT He MeHee 8 3HaKOB 1 BKOYalOT B cebs CTPOYHbIE U MPONUCHbIE BYKBbI, LMAPbI U HECKONBKO CUMBOSIOB,
Takve Kak 3Hak Jonnapa, yHTa, BOCKNuUaTesbHbli 3Hak 1 T.M. Hanpumep, $tROng!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE Ha canTax, KOTOpPbIM HE JOBepsieLlb.

OneKTpoHHas noyta

OneKTPOHHasa noyta - 3TO TEeXHOMNorus W MpefocTaBnsieMble €l YCryr Mo MNepechinike W NOMyYEHWUKO 3MEeKTPOHHBbIX
cooOLleHniA, KOoTopble pacnpenenstoTca B KOMMbOTEPHON ceTU. OObIMHO 3MEKTPOHHbIN MOYTOBLIA SLUMK BbIMMAANT
cnegylowyMm  06pa3oM:  MMS_MNonb3oBaTtens@uMs_fomeHa. Takke Kpome nepegadu nNpocToro TekcTa, WuMeeTcsi
BO3MOXHOCTb NepeaaBatb hannbl.

OcHOBHble coBeTbI N0 6Ge3onacHon paboTe C 3NEKTPOHHOW NOYTOMN:

1. Hapo BbiGpaTb NpaBunbHbIN NOYTOBLIA CepBUC. B MHTEpHETe eCcTb OrpoMHbINA BbIOOP GecnnaTHbIX NOYTOBbIX CEPBUCOB,
O[HaKo Nyulle JOBEPSTb TEM, KOTO 3HaeLLb U KTO NEePBbIN B PENTUHTE;

2. He ykasbiBari B NUYHOW MOYTE NUYHYHO WHopmauumio. Hanpumep, nydwe BbibpaTb "My3blkanbHbli_haHat@" nnm
"pok2013" BmecTo "Tema13";

3. Vicnonbayit AByxaTanHyo aBTopu3aumio. 3To Koraa MOMUMO Napons HYXKHO BBOAWUTL KO, NpuUcbinaemelit no SMS;

4. Bbibepy cnoxHbln naponb. [ns Kaxgoro MoyTOBOro SILUMKA AOMKEH OblTb CBOM HAOEXHbIN, YCTOMYMBBLIA K B3IOMY
naponb;

5. Ecnun ecTb BO3MOXHOCTb HanncaTb CamoMy CBOW NUYHbIN BONPOC, UCMOMb3YyN 3Ty BO3MOXHOCTb;

6. Ncnonb3yn HeCKOmNMbKO MOYTOBLIX AWMKOB. [1epBbl ANs YacTHOW Mepenucku ¢ agpecatamu, KOTOpPbIM Tbl JOBEpsiellb.
OTO aNEeKTPOHHBIN agpec He HAa4o UCMOob3oBaTh MPW perncTpaummn Ha opymax u canTax;

7. He oTkpblBan channbl 1 gpyrue BAOXEHUSA B NUCbMaXx, AaXe eCN OHW MPULLNN OT TBOMX Apy3eWn. Jlydlle yTOYHU Y HUX,
OoTNpaBnsanu nNn oHn Tebe aTn channsbl;

8. lNMocne okoHYaHMA paboTbl HA MOYTOBOM CEpBUCE Nepes 3akpblTUEM BKNAOKM C CalTOM He 3abyab HaxaTb Ha "BbinTi".
KnbepOynnuHr nnm BupTyanbHoe n3gesaTenscTBO

KnbepOynnuHr - npecnegoBaHne COOOLLEHUSIMU, COAEPXaLLMMKU OCKOPOMEHNs, arpeccuio, 3anyrMBaHue; XynuraHcTBo;
counanbHoe 6OMKOTUPOBaHUE C NMOMOLLBIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepOynIMHromM:

1. He 6pocancsa B 6oi. Jlyywmnii cnocob: nocoBeToBaThCs Kak cebs BECTU U, €CMU HET TOro, K KOMY MOXHO 0BpaTuTbCs, TO
BHayane ycrnokouTbcs. Ecnu Tbl HauHeLb 0TBeYaTb OCKOPONEHNSAMU Ha OCKOPOEeHNs, TO TOMbKO eLle BonbLle pasoXoKellb
KOHCOIMKT;

2. Ynpaensw cBoen knbeppenyTtaunen;

3. AHOHUMHOCTb B C€TU MHUMasi. CyLLEeCTBYHOT CNOCOObI BbISCHUTb, KTO CTOUT 3@ aHOHMMHbLIM aKKayHTOM;

4. He cTtouT BECTM XynUraHckuii o6pa3s BUPTyarnbHOM XU3HU. VIHTEpHET ukcmpyeT BCe TBOM OEWCTBUS U COXPaHSET UX.
Ypanute ux 6yget kpanHe 3aTpyaHUTENBHO;

5. Cobnitogar CBOK BUPTYarbHYK YeCTb CMOSIOAY;

6. VrHopupyit eauHn4dHbIN HeraTtue. OgHOpasoBble 0CKOpPOUTENbHbIE COOBLLEHMS NyYlle UrHopupoBaTb. OBbIYHO arpeccust
npekpaLlaeTca Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHMSMUW, B COLMAnbHbIX CETAX eCTb BO3MOXHOCTb
BrOKNMPOBKM OTMPaBKN COOBLLEHUI C ONpeaerneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBoM AENCTBUSA: BbICTYNUTb MPOTUB NpecrnefoBaTtens, nokasaTb emy, YTO ero
OENCTBUSI OLLEHNBAIOTCS HEraTMBHO, NOAAEPXKaTh XEPTBY, KOTOPOM HyXKHA NCUXOSNOrMYeckasi MoMoLLb, COOBLLUTL B3POCTbIM
0 (hbakTe arpeccnBHOro NOBEAEHUS B CETU.

MobunbHbIn TenedoH

CoBpeMeHHble CMapTdhOHbl M MNaHWeTbl cogepxaTt B cebe BMONHe B3pOCMbl (PYHKUMOHAM, U Tenepb OHU MOryT
KOHKYpVpoBaTb CO CTauUMOHapHbIMK KoMMbloTepamu. OgHako, CpeAcTB 3awuTbl AN NoJobHbLIX YCTPOMCTB MOKa OYeHb
mano. TecTupoBaHue M MOUCK YA3BMMOCTEN B HUX NPOMCXOAUT He Tak MHTeHCMBHO, kak Ans K, To xe camoe kacaetcs u
MOOMIBHBIX MPUMOXKEHWUIA.

CoBpeMeHHble MObUnbHble Opay3epbl  yXKe MNPaKTUYeCKM [OrHanM HacTOMbHbIE aHanoru, OOHAKO paclUMpeHve
dyHKUMOHana BneyeT 3a cobon 6OMbLLYI0 CAIOXKHOCTb Y MEHbLLYIO 3aLLULLEHHOCTb.

[aneko He BCce NPON3BOAMTENN BbiNyCKaloT OOHOBMNEHNS, 3aKpbiBalOLLMeE KpUTUYECKME YSI3BMMOCTU AN CBOMX YCTPOWMCTB.
OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBWbHOro TenedgoHa:

Huuero He aBnsieTcs no-HacToswemy 6ecnnatHbeiM. Byab ocTopoxeH, Beab koraa Tebe npegnaratoT 6ecnnaTtHbIi KOHTEHT,
B HEM MOTYT ObITb CKPbITbl KakvMe-TO NiaTHble YCyru;

Oymaii, npexae Yyem otnpaButb SMS, dpoTo nnu Buaeo. Tbl TOYHO 3HAELLb, rAe OHW ByayT B KOHEYHOM uTore?

Heobxoanmo o6HOBNSATL ONEpaLMOHHY CUCTEMY TBOEro CMapTdoHa;

Vcnonb3yin aHTUBMPYCHblE NporpamMmbl AN MOBUMbHbIX TenedoHOoB;

He 3arpyxan npunoxeHus OT HEU3BECTHOrO WCTOMHWKA, Bedb OHW MOryT coAepXaTb BpedoHOCHOEe MporpaMMHoe
obecneyeHue;

Mocne Toro kak Tbl BbIMAELLL C CalnTa, rae BBOAMI NIMYHYIO MHOPMaLMIO, 3aian B HAaCTpoiku 6paysepa v yganu cookies;
[Meprognyeckv npoBepsaWn, Kakne nNnaTHbIe YCNyru akTMBMPOBaHbl HA TBOEM HOMEPE;

[aBan cBov HoMep MOBUIbLHOro TenedoHa TOMbKO NMOAAM, KOTOPbIX Thl 3HaELUb 1 KOMY AOBEpSELLb;

Bluetooth nomkeH BbITb BbIKMOYEH, KOraa Thl UM He Norb3yellbes. He 3abbiBaii MHOrAa NpoBepsTh 3TO.

Online urpbl



CoBpeMeHHbIe OHMaWH-Urpbl - 3TO KPacoyHble, 3axBaTbiBaloLLMe pasBrneyeHns, 0bbeanHsIoLWMe COTHU ThiCAY YeroBek no
BCeMy Mmupy. Wrpoku uccnepyloT OaHHbIN UM MuUp, obwarTca Apyr C OPYroM, BbIMOMHSIOT 3afaHus, cpaxatTcs ¢
MOHCTPaMU 1 Nony4yatoT onbIT. 32 yAOBONbCTBME OHW MNATAT: NOKYNalT AUCK, OnnavmBatoT aboHeMeHT unu npnobpeTarT
KaKkve-To onuuun.

Bce aTv cpeacTBa MayT Ha nogaepxaHue 1 pa3BuTUe Urpbl, a Takke Ha caMy 6e30MNacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMBI
aBTOpM3aLuK, BbIMYCKAOTCS HOBbIE NaTyu (LMdPOBbIE 3annaTki Ans NporpaMMm), 3akpbiBaloTCs y93BMMOCTU CEPBEPOB.

B nogo6HbIX Mrpax CTOMT onacaTbCsi He CTOMbKO CBOMX COMEPHUKOB, CKOMNbKO KPaXKu TBOEro Naporisi, Ha KOTOPOM OCHOBaHa
cMcTeMa aBTopm3aummn 6onbLUMHCTBA Urp.

OcHoBHble coBeTbl M0 6e30MacHOCTN TBOErO UFPOBOro akkayHTa:

1. Ecnn gpyrow nrpok BegeT cebsi Nnoxo unu cosgaet tebe HenpUATHOCTK, 3abTOKMPYIN ero B CINCKE UrPOKOB;

2. TMoxanymca agmMuHUCTpaToOpaM WUrpbl Ha MMOXOe MNOBEeAeHMEe ITOro Wrpoka, XenaTenbHO MNPUIIOKUTb Kakue-To
fAokasaTernbCcTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto MHopmaumio B npodaine urpel;

4. YBaxaw Apyrmx y4acTHUKOB MO urpe;

5. He ycTaHaBnuean HeoumumanbHble nativ n mMoabl;

6. Vicnonb3yi crnoxHble 1 pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. [ToKa Tbl Urpaellb, TBOWM KOMMbIOTEP MOTYT 3apasnTb.

PULLNHT NN Kpaxa MUYHbIX SAaHHbIX

OOGbIYHOW Kpakel AeHer UM OOKYMEHTOB CErofHSA Y€ HUKOr0 He yAMBWLb, HO C Pa3BUTUEM WHTEPHET-TEXHOMOrMi
3I10YMBILLNIEHHVKM NEPEMECTUNNCE B MHTEPHET, N NPOAOIDKAOT 3aHMMaTbes "nobumsim" Aenom.

Tak nosiBunack HoBas yrposa: UHTEPHET-MOLUEHHUYeCTBa MNW OULLKHF, FNaBHas Lenb KOTOPOro COCTOUT B MOSyYeHUn
KOHMAeHUManbHbIX AaHHbIX NOMb3oBaTternewn - IorMHoB 1 naponen. Ha aHrnuiickom a3bike phishing yntaeTtcs kak duULLnHR
(ot fishing - ppIbHasa noens, password - Naponb).

OcHOoBHble coBeThbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnuv Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3noMaHa, To Heobxoammo 3abnokmpoBaTh
ee 1 coobLUMTb agMUHMCTpaTopamM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-canTbl, B TOM Y1Cne, UHTEPHET-MarasuHOB U MOMCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble n pasHble naponu. Takum obpasom, ecnun Tebst B3NOMatoT, TO 3MOYMbILLMIEHHUKX MofyYaT AoCTyn
TONbKO K OQHOMY TBOEMY MPOdUI0 B CETK, @ HE KO BCEM;

4. Ecnun Tebs B3nomanu, To HeO6XoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble Ao0aBneHbl y Tebsa B Apy3bsX, O
TOM, YTO TebS B3lomManu 1, BO3MOXHO, OT TBOEro UMeHu ByAeT pacchlnatbCs cnam U CCbINKU Ha OULLMHIOBbLIE CanTh;

5. YcraHosu HagexHbIn napornb (PIN) Ha MOBMnbHBIN TenedoH;

6. OTkno4YM coxpaHeHve napons B 6paysepe;

7. He oTkpbiBan dhainbl n Apyrne BrOXEHWS B NUCbMaXx, AaXe eCrnv OHW MPULLAM OT TBOUX Apy3en. Jlyylle yTOYHU Y HuX,
OTNPaBNANM N oHn Tebe 3T chawnebl.

Lincpposas penytauns

Lindbposasi penytauus - 3To HeraTMBHas UNn No3uTNBHasA MHopMaumsa B ceTn o Tebe. KomnpomeTupytoLas uHdopmaums,
pasMelleHHasi B UHTEPHETE, MOXET cepbe3HbiM 06pa3om 0Tpa3nTbCA Ha TBOEWN pearnbHOM xusHu. "Lindposas penytaums” -
3TO TBOW UMMIX, KOTOPbIN hopMUpyeTCcsi U3 MHpopmaumm o Tebe B MHTEPHETE.

TBOE MeCTO XWUTEeNbCTBa, y4edbl, TBOE (PMHAHCOBOE NONOXEHNE, OCOOEHHOCTM XapaKkTepa 1 pacckasbl O 6nM3kux - Bce 31O
HakannuBaeTcs B CETU.

MHorvne nogpoCTKN NErkoMbICIIEHHO OTHOCATCS K MyGnukaummn nuyHown nHdpopmaumm B NIHTepHeTe, He NOHMMas BO3MOXHbIX
nocrnencTBumn. Thl AaXe HE CMOXELUb JoragaTtbCa O TOM, YTO dpoTorpadumsi, pasmMelleHHast 5 neT Hasag, ctana npu4MHoOn
oTkasa npuHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBoMx doTorpacmin v gpyrme AecCTBUMS MOTYT He MCYEe3HyTb Aaxe Mocre TOro, Kak Tbl WX
yaanuwb. Tbl He 3Haellb, KTO COXpaHun 3Ty MHdOopMaLMio, nonana N1 oHa B MOUCKOBbIE CUCTEMbI U COXPaHUMach fn oHa, a
rmaBHOE: YTO NogymatoT o Tebe okpyKaroLme nau, KOTopble HanayT 1 yBUAST 3T0. HaiTn nHdopmaumio MHOro NeT cnycTs
CMOXeT NoBOoW - Kak 13 JoBPbIX NODYXAEHWI, Tak U C HAMEPEHUEM NMPUYNHUTL BPed. ATO MOXKET ObITb KTO YroAHO.
OcHOBHble coBeTbI MO 3aLunTe LMdPOoBOV penyTauum:

1. MNoaymaii, npexge Yem 4YTo-To Ny6rnmkoBaTh U Nnepenasatb y cebsi B 6rore nnv B coumanbHOM ceTu;

2. B HacTpovikax npodunsa ycTaHOBW OrpaHUyYeHns Ha NPOCMOTP TBOEro Npodunsa U ero COAepXnmMoro, caenan ero Tornbko
"Ans apysen”;

3. He pasmeluan n He ykasbiBal HGOOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnsaTe unu obmxathb.

ABTOpCKOE NpaBo

CoOBpEeMEHHbIEe LLKONMBHUKU - aKTUBHbIE MOMb3oBaTenun LMdpoBOro npoctpaHcTBa. OgHAKo Oaneko He BCe 3HalT, YTo
nonb3oBaHME MHOMMMU  BO3MOXHOCTSAMW  UMdpoBoro mupa TpebyeT cobniogeHns npaB Ha  MHTENneKTyanbHyto
COBCTBEHHOCTb.

TepMuH "vHTennekTyanbHasi COBCTBEHHOCTL" OTHOCUTCS K Pa3fMYHbIM TBOPEHUSIM YETOBEYECKOro yMa, HaunmHasi ¢ HOBbIX
n306peTeHnii 1 3HakoB, 0603HaYaKLLMX COOCTBEHHOCTL HA NPOAYKTbI U YCMYr1, U 3akaH4YMBas KHUramm, dotorpadusimm,
KMHOMIBMaMU 1 My3blKanbHbIMU MPON3BEAEHNSAMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTeNneKkTyansHyto cO6CTBEHHOCTb Ha MPOU3BEAEHNS HayKW, nNuTepaTypbl U UCKYCCTBa.
ABTOpPCKME MpaBa BbICTYMAOT B KA4YeCTBE FapaHTUM TOro, YTO WHTENMEKTyanbHbIA/TBOPYECKUA TPy aBTopa He Oynet
HanpacHbIM, J4acT emy CnpaBeAnnBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyda, Nony4nTb M3BECTHOCTb U
npusHaHne. Hukto 6e3 paspelueHus aBTopa He MOXET BOCMPOM3BOAUTL €ro Mpou3BedeHue, pacnpocTpaHsTb, Ny6nmMyHo
OEMOHCTPMPOBATh, NpoAaBaTth, MMMNOPTUPOBATL, MyckaTk B NMPoOKaT, Ny6MYHO UCMOSHATbL, NOKa3bIBATL/UCMONHATEL B adupe
unu pasmewyatb B VIHTepHeTe.

Vcnonb3oBaHue "nnpatckoro” nporpaMmmMHOro obecneyeHns MoXeT NPUBECTU K MHOTUM pUCKaMm: OT NoTepy AaHHbIX K TBOUM
akkayHTam 4o 610oKMpOBKM TBOErO YCTPOWCTBA, rAe YCTaHOBMEHa HemneranbHas nporpaMma. He ctout Takke 3abbiBatb, YTO
CYLLECTBYIOT NeranbHble U 6ecnnaTHble MPorpaMMbl, KOTOPbIE MOXHO HaWTU B CETH.

O noprane

CeTeBNYOK.pd - TBOW rMaBHbIN COBETYMK B CeTW. 3[4ecCb Tbl MOXelWb y3HaTb O 6e30MacHOCTM B CETU MOHATHbIM U
AOCTYMHbIM S3bIKOM, @ MPY BO3HUKHOBEHMN KPUTUYECKOW CUTyauum obpaTUTbCA 3a COBETOM. A Takke MPUHATb ydacTue B
KOHKypCax 1 cTaTb caMbIM LiMPOBbIM rpaxaaHUHOM!



